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Employers Beware
A New Social Media Sheriff is in Town

by Laura Link

T
here can be little doubt that social media has

become an essential part of today’s culture. As

of 2012, Facebook boasted one billion regis-

tered users, Twitter claimed 500 million, and

YouTube played host to one billion unique

users each month. Advances in technology

have undoubtedly fueled the frenzy, enabling users to access

social media sites from virtually any location via mobile

devices. A quick tour of any of these forums reveals that users

are willing to publicly comment on just about anything—

from telling the world what they ate for breakfast, to advertis-

ing their new business, to ranting about their ex-lover. 

Of course, among the users are millions of employees, and

employers should have more than twitters in their stomachs

over the content of some of their employees’ posts. After all,

Domino’s could not have been happy to learn of an online

video featuring an employee marinating pizza cheese in his

nose prior to serving it up to the next unknowing customer.

Burger King executives likely cringed upon discovering a

video of an employee taking a bath in the kitchen sink. And

Starbucks certainly felt the sting of a musical featuring an

employee donning nothing but his Starbucks apron and

singing inappropriate tunes about his ‘favorite’ customers. To

make matters worse for these employers and others, once

information finds its way to the Internet, there is little that

can be done to remove it. The hard truth is that many social

media users know no bounds, and employers may find them-

selves in the unenviable position of scrambling to try to

retrieve irretrievable data. 

Not surprisingly, employers have responded to improper

social media use in the normal course of business—via disci-

pline and policy promulgation. Unfortunately for these

employers, the National Labor Relations Board (NLRB) has

entered the scene with guns blazing, appointing themselves

the sheriffs of the unwieldy social media pop-up town. The

NLRB is a federal administrative agency that is tasked with

enforcing the National Labor Relations Act (NLRA), an act

that does afford protections to both union and non-union

workforces but historically has most often come into play in

the context of resolving labor disputes between employers

and private-sector unions. 

In the last two years, the NLRB has stepped outside of its

traditional union context and has handed down over a dozen

decisions and issued three guidance documents regulating the

manner in which both union and non-union private-sector

employers may respond to and police their employees’ social

media use. Many have criticized the NLRB’s behavior in this

regard as a disguised attempt to regain relevance in the non-

union context as private-sector unions dwindle in popularity,

while the NLRB has defended its actions on the grounds that

it is merely extending old rules to a new medium. Regardless

of whether the NLRB belongs in this arena or not, its presence

cannot be denied, and union and non-union employers must

both tread carefully going forward.

Where Social Media and the NLRA Collide
The NLRA provides a number of protections to employees,

and prohibits employers from interfering with the exercise of

those rights. Some key rights guaranteed to employees

include the right to discuss the terms and conditions of their

employment with each other or with a union, the right to

engage in concerted activities for the purpose of mutual aid or

protection, and the right to form a union.1 “Concerted activi-

ties” are defined as those actions: 1) that are undertaken on

behalf of a group of employees, 2) that are undertaken with

the object of initiating group action, or 3) that represent the

logical outgrowth of shared concerns.2 Essentially, whether an

action is deemed concerted hinges on whether an employee is

voicing a personal gripe, which is not protected, or a group

complaint, which is. 



What do these NLRA protections,

passed in 1935, have to do with the

social media surge that was birthed less

than a decade ago? Social media forums

happen to serve as a favorite hangout

for individuals looking to voice com-

plaints and to solicit commentary.

When those individuals happen to be

employees, and when their comments

happen to relate to work, a personal

rant on a social media forum suddenly

can be transformed into protected con-

certed activity within the meaning of

the NLRA. Thus, the NLRB is on watch

for employers running afoul of the

NLRA by disciplining employees for

engaging in these online rants or imple-

menting policies to curtail them. 

The NLRB’s most recent guidance has

focused solely on the permissible scope

of social media policies and how they

may be used to regulate the use of social

media. Policies that “would reasonably

tend to chill employees in the exercise of

their [NLRA] rights” are unlawful within

the meaning of the NLRA.3 To determine

if a policy would have such an effect, the

NLRB considers whether: 1) the rule

explicitly restricts protected activity, 2)

employees would reasonably construe

the rule to prohibit protected activity, or

3) the rule has been applied to restrict

protected activity. If the answer to any of

these inquiries is ‘yes,’ the policy will not

pass muster.4 In applying this test, the

NLRB has announced that rules that are

ambiguous regarding their application to

protected activity and contain no limit-

ing language clarifying that they do not

restrict protected activity will be deemed

unlawful. To the contrary, rules that clar-

ify and restrict their scope by including

examples of clearly illegal or unprotected

conduct, such that they would not rea-

sonably be construed to cover protected

activity, will not be deemed unlawful.5

Despite the NLRB’s release of more

than a dozen decisions and approximate-

ly 75 pages of guidance applying the

legal framework set forth above to partic-

ular fact patterns and employer policies,

the NLRB has yet to set forth clear guid-

ance on how and to what extent employ-

ers may regulate their employees’ use of

social media. In fact, the guidance issued

is internally inconsistent at times, and

frequently ambiguous. Despite the fast-

evolving nature of this area of the law, a

number of the NLRB’s ‘likes’ and ‘dis-

likes’ can be synthesized from its rulings

thus far, and should be incorporated as

best practices for employers seeking to

police this new domain via the imple-

mentation of a social media policy.

Dislike: Blanket prohibitions on social

media use are unlawful.

The NLRB’s foremost dislike could

not have been made clearer in the guid-

ance issued: Blanket prohibitions on

social media posts relating to work

and/or working conditions will not be

tolerated. The NLRA has been interpret-

ed to guarantee employees the right to

discuss working conditions with each

other and with a union, to discuss labor

disputes with the public, and even to

publicly complain about work via dis-

tasteful language. Regardless of how

social media policies are actually

applied, the NLRB has struck down

handfuls of policies on the basis that

they could potentially be interpreted to

discourage such protected activity.

Thus, any attempt on the part of

employers to restrict the content of

their employees’ social media use must

be narrow in scope and within the

guidelines set forth below. 

Employers also may not issue blanket

prohibitions on the use of social media

while at work. The NLRB recently struck

down a policy that prohibited employ-

ees from participating in social media

activities “with [employer] resources

and/or on Company time” on the

grounds that it was unlawfully over-

broad because employees have the right

to engage in protected activities on the

employer’s premises during break time

and in non-work areas.6 Thus, policies

aiming to prohibit employees from

engaging in social media activities alto-

gether must be limited to actual work

time, and to work areas. 

Despite the futility of blanket prohi-

bitions, the NLRB has permitted the use

of suggestions for how employees

should approach social media activities.

For example, the NLRB upheld a policy

instructing employees to use their best

judgment and to exercise personal

responsibility when engaging in social

media activities and reminding employ-

ees that there can be consequences to

their actions if their comments violate

employer policies.7 Thus, while absolute

restrictions on social media use are disfa-

vored, general guidelines reminding

employees of the permissible restrictions

to which they are subject when engaging

in social media activities may fly. 

Dislike: Employees should not be forced

to ‘friend’ employers and cannot be

discouraged from ‘friending’ each other. 

Employers should think twice about

following the ill-advised trend of forcing

employees to friend managers or turn

over their passwords for the purpose of

monitoring their social media use, as the

NLRB is likely to find such actions dis-

courage employees from engaging in pro-

tected activity.8 Even a more benign

instruction issued by an employer warn-

ing employees to “[t]hink carefully about

‘friending’ co-workers” was struck down

by the NLRB as overly broad on the basis

that it would discourage communica-

tions among coworkers, and thus neces-

sarily interfere with protected activity.9

Like: Employees can be restricted from

speaking on behalf of their employer.

While the NLRA protects employees’

rights to discuss working conditions

with each other and third parties, it

does not afford employees the right to

speak on behalf of their employer. Thus,

the NLRB has approved of policies pro-
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hibiting employees from posting com-

ments on behalf of their employer, or in

a manner that could reasonably be

attributed to their employer, and from

speaking to the media on behalf of their

employer.10 Moreover, the NLRB has

upheld policies that require employees

to accompany any comments that relate

directly or indirectly to their employer

with a disclaimer providing that the

comments made are those of the

employee alone, and do not represent

the views or opinions of the employer.11

Like/Dislike: Restrictions on disclosure

of confidential information are heavily

scrutinized but will pass muster if

carefully defined.

The threat of improper disclosure of

confidential and proprietary informa-

tion is perhaps the biggest concern for

employers in the social media context.

Domino’s can take steps to ensure the

company cheese is kept clean going for-

ward, but if Coca Cola’s employee

tweets its secret recipe, there are not

enough sanitary solutions and proce-

dures in the world to make it secret

again. For this reason, a confidentiality

provision is a critical component of an

effective social media policy. That being

said, the NLRB has not overlooked these

provisions; rather, it has held them to a

higher level of scrutiny than any other.

Thus, careful drafting is a must. 

There are two common drafting mis-

takes that are sure to put nails in the cof-

fin of an otherwise valuable confiden-

tiality provision. The first is when a

policy prohibiting the disclosure of con-

fidential information is phrased too

broadly, without defining or narrowing

the scope of confidential information to

exclude protected subjects. For example,

a policy generally instructing employees

not to “release confidential guest, team

member or company information” was

struck down on the grounds that it could

reasonably be interpreted to prohibit

employees from discussing wages and

other conditions of employment with

third parties and each other—activities

that are protected by the NLRA.12

The second common drafting mis-

take occurs when a policy prohibiting

the disclosure of confidential informa-

tion defines “confidential information”

to include specific terms and conditions

of employment. For example, a policy

that prohibits the disclosure of confi-

dential information, defined to include

wages, is unlawful because engaging in

discussions about wages is a protected

activity within the meaning of the

NLRA. By way of further illustration, the

NLRB struck down a policy prohibiting

employees from disclosing “material

non-public information” and “confi-

dential” information that was defined

to include information related to “com-

pany performance, contracts, customer

wins or losses, customer plans, mainte-

nance, shutdowns, work stoppages, cost

increases, customer news or business

related travel plans or schedules.”13 

The rationale for the decision was

that: 1) information about company per-

formance, cost increases, and customer

wins or losses has potential relevance in

collective-bargaining negotiations

regarding employees’ wages and benefits;

2) information about contracts, absent

clarification, could include collective-

bargaining agreements; and 3) work stop-

pages and shutdowns involve employees’

terms and conditions of employment.14 

As the information that was prohibit-

ed from disclosure was not defined to

exclude protected activity, and, in fact,

explicitly included information related

to working conditions, the policy was

deemed over-inclusive and unlawful. 

Despite these landmines, employers

can draft sound confidentiality provi-

sions if they carefully define and limit

them. For example, the NLRB upheld a

policy requiring employees to maintain

the confidentiality of the employer’s

trade secrets and private and confidential

information where sufficient examples of

prohibited disclosures were provided (i.e.,

information regarding the development

of systems, processes, products, know-

how, technology, internal reports, proce-

dures or other internal business-related

communications) and where they did

not explicitly include information relat-

ed to employee working conditions.15

Like: Restrictions on commercial use of

trademarks are lawful.

Employers can safely restrict their

employees from using their logos, trade-

marks and other intellectual property for

commercial use. Employers must be cau-

tious, however, not to restrict employees

in their noncommercial use of such

property. The NLRB has specifically ruled

that policies that prohibit all use of

employer logos and trademarks, or even

those that simply require permission

prior to noncommercial use, are over-

broad because they can be construed to

prohibit employees from engaging in

protected activity, such as using picket

signs with the employer’s logo on it.16

Dislike: Courtesy clauses and provisions

broadly prohibiting disparaging speech

are prohibited.

Many employers incorporate cour-

tesy clauses in their handbooks encour-

aging employees to treat each other

with kindness and respect. As benign as

these provisions may appear, they are

on the NLRB’s radar and are likely to get

struck down if drafted too broadly.

Specifically, the NLRB struck down a

policy instructing employees to “adopt

a friendly tone,” to avoid “pick[ing]

fights,” and to communicate in a “pro-

fessional tone” when engaging in

potentially “objectionable or inflamma-

tory” discussions such as “politics and

religion.” The NLRB determined that

the overall thrust of this policy was to

discourage employees from engaging in

heated or controversial discussions,

which could be construed to include

“robust but protected discussions about
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working conditions or unionism.”17

In a similar vein, employers seeking to

accomplish a comparable goal by promul-

gating policies that discourage employees

from engaging in “negative conversa-

tions” or making “disparaging or defama-

tory comments” have also had their poli-

cies struck down because employees

would reasonably construe these provi-

sions to prohibit protected criticism of

the employer’s labor policies or treatment

of employees.18 For the same reasons, the

NLRB has given the ax to policies warning

employees to “avoid harming the image

and integrity of the company,” as well as

instructions that “offensive, demeaning,

abusive or inappropriate remarks are as

out of place online as they are offline.”19

Essentially, if the policy could be inter-

preted to discourage employees from

complaining about their employer and

does not explicitly carve out that right for

the employee, it is not likely to escape the

NLRB’s scrutiny. 

Like: Provisions narrowly prohibiting

plainly egregious and illegal behavior

are lawful. 

While broad prohibitions on dis-

paraging speech have been deemed

unlawful, policies that are more narrow-

ly tailored to prohibit only plainly egre-

gious or illegal conduct have been

upheld. Specifically, the NLRB has

upheld policies prohibiting “harass-

ment, bullying, discrimination, or retal-

iation” of coworkers both during and

after work hours, regardless of loca-

tion,20 and policies prohibiting posts

that are “malicious, obscene, threaten-

ing or intimidating,” “offensive posts

meant to intentionally harm someone’s

reputation” or “posts that could con-

tribute to a hostile work environment

on the basis of race, sex, disability, reli-

gion or any other status protected by

law or company policy.”21

Like: Savings clauses are favored but

not without limitation.

The early guidance released by the

NLRB suggested that inclusion of a “sav-

ings clause” instructing employees that

the policy will not be construed or

applied to interfere with their right to

engage in protected activities could

serve as a cure-all for any other drafting

defects in the policy. However, the most

recently issued guidance reveals that

such clauses are not the get out of jail

free cards employers would like them to

be. In particular, the NLRB has found

savings clauses providing that the policy

will be administered in compliance with

the NLRA and will not be construed to

interfere with employees’ NLRA rights

to be insufficient to cure the policy’s

otherwise overbroad rules because

“employees would not understand from

this disclaimer that protected activities

are in fact permitted.”22 

Surprisingly, the NLRB was equally

unpersuaded by a much more detailed

provision that provided: “This policy

will not be interpreted or applied in a

way that would interfere with the rights

of employees to self organize, form, join,

or assist labor organizations, to bargain

collectively through representatives of

their own choosing, or to engage in

other concerted activities for the pur-

pose of collective bargaining or other

mutual aid or protection or to refrain

from engaging in such activities.” 

According to the NLRB, this provi-

sion was insufficient because it failed to

explain to a layperson what the right to

engage in “concerted activity” entails.23

While the NLRB has not yet released

a decision in which it has upheld an

otherwise unlawful policy on the basis

of a properly drafted savings clause,

every guidance document issued by the

NLRB repeatedly comments on the

absence of such limiting language when

these clauses are left out. Thus, the cau-

tious approach is to include savings

clauses and err on the side of providing

more detail rather than less regarding

the intent and application of the policy. 

The Take Away
If done right, social media policies

can be valuable tools for employers seek-

ing to effectively prevent and respond to

improper conduct and disclosures car-

ried out by employees via social media

forums. Drafters should keep in mind

that every guidance tip discussed above

boils down to one overarching princi-

ple—social media policies must be nar-

row in scope. The intent of the policy

should be stated, the terms should be

defined, examples of prohibited conduct

should be provided, and any broad or

vague prohibitions that could potential-

ly be interpreted to interfere with pro-

tected activity should be left out. �
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